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1 INTRODUCTION

This guide will explain how to install, setup and use the VOMS server and its associated client-side
utilities. It will also describe how to use the provided APl and document the format of the Attribute
Certificate (AC) that gets inserted into a voms-enabled proxy certificate.

1.1 SERVICE ARCHITECTURE

The service follows an established client-server architecture. It consists of a server (vomsd), a client
(voms-proxy-init) and some ancillary utilities (voms-proxy-info, voms-proxy-destroy). After the service
has been setup, users are supposed to replace use of grid-proxy-init with use of voms-proxy-init, generat-
ing a proxy certificate that, while backward-compatible with the one generated by the globus command,
contains extra informations about the user and the VOs he belongs to.

1.2 INTERACTIONS WITH OTHER SERVICES

There is no direct interaction with other services. Services that wish to take advantage of VOMS, must
do so through the API described in a later section.

2 QUICKSTART GUIDE

2.1 INSTALLING AND RUNNING A VOMS SERVER

To complete configuration cfoms, you are supposed to execute the
/opt/glite/libexec/voms_install_db command. It takes the following options:

—mysqgl-home This option lets you specify the home directory
of mysql. This information is usually included in
the SMYSQLHOME environment variable, and
if that is the case on your machine then you do
not need to specify this option.

—db This is the name of the database that will contain
the information about the VO. Its default name is
“voms”, and you need to specify this information
if and only if you are installing multiple servers
on the same machine. Otherwise the default is
perfectly fine.

—port This is the port number where the VOMS server
will be listening. There is no default value for
this option, although 15000 is the recommended
choice for the first server installed on a host, and
additional servers may use 15001, 15002, etc...

—Voms-vo This is the name of the VO to which the VOMS
server belongs. Its default value is “unspecified”
which isnota valid value for a VO name. For this
reason, this option should ladwaysspecified.
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—mysqgl-admin This is the name of the MySQL root user. It is
needed because the script needs to create a new
DB and a new user. Its default value is “root”,
which is the standard on the default MySQL in-
stallation.

—mysql-pwd This is the password of the MySQL account spec-
ified by the previous option. Its default value is
“" meaning that there is no password. Thigist
advisable. The root account of a MySQL server
hosting a VOMS DBmustbe protected by a pass-
word.

—voms-name  This is the username of the voms MySQL account
that will be setup to access the newly created DB.
Its default value is “voms”, and it is perfectly fine
if you are installing a single server. If you are in-
stalling further servers on the same machine, you
MUST change this name to some other value.

—voms-pwd This is the password associated with tems-
nameaccount. It does have a default value, but
this should never be used. You should always
specify a new value.

—code This is a unique code for each server installed on
the same host. It is a value between 0 and 65535,
and its default value is 0.

A couple of example invocations follows: for the first VO,

voms-install-db —port 15000 —vo-name my-vo —mysql-pwd 'some’ —voms-pwd 'thing’

For a second VO on the same host,

voms-install-db —db new-vo —port 15001 —vo-name new-vo —mysql-pwd 'some’ —voms-name 'voms2’
—voms-pwd 'thing’ —code 1

The server also needs to have a host certificate installed. Obtain it from your CA using the CA-specific
procedures, and then copy the certificat¢dfic/grid-security/hostcert.pem and the private key

to /etc/grid-security/hostkey.pem. The owners should be set to root.root for both files, and per-
mission should be, respectively, 644 and 600 or, better, 444 and 400.

2.2 USING THE CLIENT COMMAND

Be sure in “/etc/grid-security/vomsdir” or wherever the X589MS _DIR environment variable points
you have a copy of the host certificates of all the VOMS servers that could be contacted.

Be sure in “/opt/glite/etc/vomses” or in “SHOME/.glite/vomses” you have put a copy ofdhesedile
distributed by all the VOMS servers you wish to contact. This subtree will be recursed into to examine
all pertinent files.

The easier way to comply to both previous points is to install the VO config RPM that should be dis-
tributed by the VOMS servers themselves.

To create a proxy containing attributes retrieved from a VOMS server use
VOMS-proxy-init —voms voname

Be aware that invoking voms-proxy-init without specifying the —voms option create a proxy without
attributes (equal to one issued by grid-proxy-init).
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3 REFERENCE GUIDE

3.1 COMMANDLINE INTERFACES
3.1.1 voMSs

Installing the server using the above described procedure should correctly create a set of configuration
files that will execute it with the proper options. However, there are many other options that are not used
by the default configuration script. The following lines will so describe the totality of the options.

—port The port number on which the server should be
listening. The default value is 50000

—Vvo The name of the VO to which this server will be-
long. The default value is “unspecified”.

—logfile The location of the log file. The default location
is “/opt/glite/var/logkvoname>.lg”

—globusid The value of the GLOBUSID environment vari-
able. There is no default value.

—globuspwd The value of the GLOBUSPWD environment
variable. There is no default value

—x509cert_dir The location where the CA certificates are kept.
The default value is /etc/grid-security/certificates

—x509cert file A file containing all the CA certificates. There is

no default value.
—x509user_proxy The location of the server's proxy. There is no
default value.
—x509user._cert The location of the server's certificate. The de-
fault value is “/etc/grid-security/hostcert.pem”
—x509user_key The location of the server’s private key. The de-
fault value is “/etc/grid-security/hostkey.pem”
—desiredname OBSOLETE. This option will be removed in the
future. Donotuse it.

—foreground OBSOLETE. This option will be removed in the
future. Donotuse it.

—username The name of the user with which VOMS will ac-
cess the DB. The default value is “voms”

—dbname The name of the DB that VOMS will use. The
default value is “voms”.

—timeout The maximum length of validity of the ACs that
VOMS will grant. (in seconds) The default value
is 24 hours

—passfile The location of the file containing the password

needed to access the DB. This file should be
owned by root and have permissions set to 400.
There is no default value. If this option is not
specified, than the password will be asked to the
user during server startup.

—uri The URI that the server will publish for himself.
The default value ischostname-:<port>.
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—globus The version of Globus installed on the server’s
host. Use 20 for Globus 2.0 or Globus 2.1, and
22 for Globus 2.2 and Globus 2.4. The default

value is 22.

—version Prints the version number and compilation date
and then exits.

—backlog Sets the backlog on the socket. The default value
is 50.

—debug Slightly modifies the internal workings of the

server to ease debugNeveruse it on produc-
tion servers. Use of this option is guaranteed to
severely hurt scalability.

—conf Lets you specify a file from which options will be
loaded. This file should have exactly one option
per line, and option that do have values should be
specified in the format “option=value”.

—code This is a unique numeric code, between 0 and
65535, used to identify different servers installed
on the same machine. Its default value is 0.

3.1.2 VOMS-PROXY-INIT

This command is used to contact the VOMS server and retrieve an AC containing user attributes that will
be included in the proxy certificates.

First of all, in “/etc/grid-security/vomsdir” you should include a copy of the host certificates of all the
VOMS servers that could be contacted by the users.

Second, in “/opt/glite/etc/vomses” You should put a copy ofwbsedile distributed by all the VOMS
servers you wish to contact. This subtree will be recursed into to examine all pertinent files.

The easier way to comply to both previous points is to install the VO config RPM that should be dis-
tributed by the VOMS servers themselves.

This is all the configuration that should be done for the use of this command.
The voms-proxy-init command can be invoked with the following options:
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—voms

—version
—quiet

—verify

—pwstdin
—limited
—valid
—hours

—bits

—cert

—key

—certdir

Specifies which server to contact. The
parameter has the following syntax:
<alias>[:<command-] where <alias> is

the alias of the server as specified in the vomses
files. If the same alias is associated to more than
a single server, than those servers are considered
replicas of each other, and are contacted in
random order until one succeeds or all fail.

The [:<xcommand-] part is optional. If not spec-
ified then the information returned will include
only group membership, while if you specify
:R<rolename- then you will also get the role you
asked for, provided that the server is already pre-
pared to grant it to you.

This option can be specified multiple times, and
the operations will be carried out in the exact or-
der in which these options are specified in the
command line.

Prints version information and exits.

Prints only minimal informations. WARNING
some vital warnings may get overlooked by this
option.

Verifies the certificate from which to create the
proxy. This is not normally done, since in any
case, an invalid user certificate will be detected
when the proxy is actually used.

Specifies that the private key’s passphrase should
be received from stdin instead than directly from
the console.

Creates a limited certificate.

Specifies the length of the validity of the gener-
ated proxy, measure in hours:minutes.

Specifies the length of the validity of the gener-
ated proxy, measure in hours. The default value is
12 hours.

Specifies the length in bits of the private key of
the newly generated proxy certificate. The default
value is 512.

Specifies a non-standard location of the
user's certificate. The default value is
“6X509_.USERCERT” or, if this value is
unset, “/$SHOME/.globus/usercert.pem”.

Specifies a non-standard location of the
user's private key. The default value is
“$X509_USERKEY” or, if this value is un-
set, “SHOME/.globus/userkey.pem”.

Specifies a non-standard location of the trusted
cert (CA) directory. The default value is
“letc/grid-security/certificates”.
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—out

—order

—target

—vomslife

—globus

—noregen

Specifies a non-standard location of the gen-
erated proxy certificate. The default value is
“6X509_.USERPROXY” or, if this is empty,
“Itmp/x509upu<id>" where <id> is the user’s
UID.

This option specifies the order in which the at-
tributes granted by the VOMS servers should be
returned.

The format of the parameter for this option is:
<group[:role}>, where “group” is a group name
and “role” is an (optional) role name. This op-
tion may be specified multiple times, to create an
ordered list of attributes.

Each server will receive this list, and will strive
to return the attributes he will grant in the exact
order specified by this list. All attributes not on
this list will be returned in an unspecified order,
but after the recognized attributes. Also, should
this list include an attribute unknown to a specific
server, such an attribute will be simply ignored.
Finally, should a server be unable to grant the first
attribute of the list, it will return a warning to the
user. However, this warning will only be significat
for the first server contacted.

This option take advantage of the capability ACs
have to target themselves to a specific set of re-
ceivers, so that only those receivers should, in
conforming implementation, act on the data they
get, while all others should reject it.

This options lets you specify a set of FQHNS,
each on a separate option, that will constitute the
set of targets for the generated AC.

This option lets you specify the validity, in sec-
onds, that you wish for the generated ACs. Re-
member that this value has only an advisory role.
VOMS servers may lower this duration if the re-
qguested value exceeds the maximum they have
been configured to grant. The default value of this
option is “the value of the —hours option.”

The version of Globus installed on the server’s
host. Use 20 for Globus 2.0 or Globus 2.1, and
22 for Globus 2.2 and Globus 2.4. The default
value is 22.

For its normal workings, voms-proxy-init first
creates a proxy with which to contact the VOMS
servers, and then creates a new proxy to hold all of
the returned ACs. This option skips the creation
of the first proxy, and assumes that such a proxy
already exists.

INFSO-RI-508833
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—separate This option save the ACs in a separate file, instead
than including them into a proxy certificate.

—ignorewarn Specify this if you do not want to allow warnings
to be printed.

—failonwarn  Specify this if you want warnings to be upgraded
into errors.

—confile Specifies a non-standard location of the system-
wide vomses files. The default value for this op-
tion is “/opt/glite/etc/vomses”.

—userconf Specifies a non-standard location of the user-
specific config files. The default value for this
option is “$HOME/.glite/vomses”.

—conf Lets you specify a file from which options will be
loaded. This file should have exactly one option
per line, and option that do have values should be
specified in the format “option=value”.

—debug This option prints a series of additional debug in-
formations on stdout. The additional output re-
turned by this option shouldlwaysbe included
into bug reports for the voms-proxy-init com-
mand. User should not, however, ever rely on
informations printed by this options. Both con-
tent and format are guaranteed to change between
software releases.

3.1.3 VOMS-PROXY-INFO

This command is used to print to the screen the informations included in an already generated VOMS
proxy.

The configuration is the same as voms-proxy-init.

The following options may be used:

—debug This option prints a series of additional debug in-
formations on stdout. The additional output re-
turned by this option shouldlwaysbe included
into bug reports for the voms-proxy-info com-
mand. User should not, however, ever rely on
informations printed by this options. Both con-
tent and format are guaranteed to change between
software releases.

—version  Prints version information and exits.

—conf Lets you specify a file from which options will be
loaded. This file should have exactly one option
per line, and option that do have values should be
specified in the format “option=value”.

—file This option lets you specify a non-standard lo-
cation of the user proxy. The default value
is “$X509_.USERPROXY” or, if this is empty,
“tmp/x509upu<id>", where <id> is the user’s
UID.
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—subject
—issuer
—type
—strength
—valid
—time
—info

—extra

—all
—fgan

—extended

—exists
—hours

—bits

3.1.4 VOMS-PROXY-DESTROY

Prints the subject information.

Prints the issuer information.

Prints the proxy’s type.

Prints the length (in bits) of the private key.

Prints the start and end validity times.

Prints the end validity as a number of seconds for
which the object will still be valid.

Lets “—subject”, “—issuer”, “—~valid” and “~time”
also apply to ACs, and prints attributes values.
Prints extra informations that were included in the
proxy.

Prints everything. (Implies all other options.)
Specifies that attributes should be printed in the
FQAN format. (default)

Specifies that attributes should be printed in the
extended format.

Activates the “—hours” and “—bits” options.
Verifies that the proxy, and the ACs if “~info” was
specified, will be valid for at leastH> hours.
Verifies that the proxy key has at leasB> bits.

This command destroys an already existing VOMS proxy.

No configuration is needed.

The following options may be used:

—debug

—version
—conf

—quiet

—file

—dryrun

This option prints a series of additional debug in-
formations on stdout. The additional output re-
turned by this option shouldlwaysbe included
into bug reports for the voms-proxy-info com-
mand. User should not, however, ever rely on
informations printed by this options. Both con-
tent and format are guaranteed to change between
software releases.

Prints version information and exits.

Lets you specify a file from which options will be
loaded. This file should have exactly one option
per line, and option that do have values should be
specified in the format “option=value”.

Prints only minimal informations. WARNING
some vital warnings may get overlooked by this
option.

This option lets you specify a non-standard lo-
cation of the user proxy. The default value
is “$X509.USERPROXY” or, if this is empty,
“ftmp/x509upu<id>", where <id> is the user’s
UID.

Only prints messages, but do not take any actions.
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3.2 APPLICATION PROGRAM INTERFACES

The VOMS API already come with their own documentation in doxygen format. However, that docu-
mentation is little more than a simple enumeration of functions, with a very terse description.

The aim of this document is different. Here the intention is not only to describe the different functions
that comprise the API, but also to show how they are supposed to work together, what particular care
the user needs to take when calling them, what should be done to mantain compatibility between the
different versions, etc. ..

Throughout this whole document, you will find sections marked thus:

Compatibility

Some information

These section contain informations regarding both back and forward compatibility between different
versions of the API.

Compatibility

Finally, please note that everything not explicitly defined in this argument should
be considered a private detail and subject to change without notice.

3.2.1 C++ API

There are three basic data structurgg:a, voms andvomsdata.
3.2.1.1 The data structure

The first one,data contains the data regarding a single attribute, giving its specification in terms of
Groups, Roles and Capabilities. It is defined as follows:
struct data{
std :: string group;
std :: string role;
std :: string cap;
}
All the values of these strings must be composed from regular expresaierrt-z0-9_/] *.
3.2.1.1.1 group

This field contains the name of a group which the user belongs into. The format of entries in this group
is reminiscent of the structure of pathnames, and is the following:

/group/group/.../group

where the name of the first group is by convention the name of the Virtual Organization (VO), while each
other/group component is a subgroup of the group immediately preceding it on the left. The character
'I' is not acceptable as part of a group name.

This field MUST always be filled.
3.2.1.1.2 role

This field contains the name of the role which the user owns in the group specifigdlyy. If the user
does not own any particular role in that group, than this field contains the value “NULL".

INFSO-RI-508833 PUBLIC 12/43
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3.2.1.1.3 cap

This field details a capability that the user has as a member of the group specifiegibywhile owning
the role specified byole. If there is no specific capability, than this value is “NULL".

No specific format is associated to a capability. They are basically free-form strings, whose value should
be agreed between the AA and the Attribute verifier.

3.2.1.2 The voms structure

The second onejoms is used to group together all the informations that can be gleaned from a single
AC, and is defined as follows:

enum datatype {

TYPENODATA, /x!< no data x/

TYPESTD, Ix!< group, role, capability tripletx/

TYPE.CUSTOM /x!'< result of an S command/

}i

struct voms{
friend class vomsdata;
int version;
int siglen;
std ::string signature;
std :: string user;
std :: string userca;
std :: string server;
std :: string serverca;
std :: string voname;
std :: string uri;
std ::string datel;
std:: string date2;
datatype type;
std :: vectokdata> std;
std :: string custom;
/+ Data below this line only makes sense if version= 1 x/
std :: vectokstd :: string> fgan;
std :: string serial;
/+ Data below this line is private x/
private :
AC xac;
X509 x holder;
public:
voms(const voms &);
voms ();
voms &operator=(const voms &);
“voms ();
b
The purpose of this structure is to present, in a readable format, the data that has been included in a
single Attribute Certificate (AC). While the various public fields may be freely modified to simplify

internal coding, such changes have no effect on the underlying AC. Let’s examine the various fields in
detail, starting with the constructors.

3.2.1.2.4 version

INFSO-RI-508833 PUBLIC 13/43
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This field specifies the version of this structure that is currently being used. A value of 0 indicates that it
comes from an old format extension, while a value of 1 indicates that this structure comes from an AC.

Compatibility

Support for version 0 is going to be phased out of the code base in roughly 6
months (late June - start of July). When that happens, version 0 structures will
not be readable anymore. Until then, support for it is being kept as a transition
measure.

Please do note that modifying the fields of a version O structure associated wth fondata object
invalidates the result of thexport method on that object.

3.2.1.2.5 siglen

The length of the data signature.

3.2.1.2.6 user

This field contains the subject of the holder’s certificate in slash-separated format.

3.2.1.2.7 userca

This field contains the subject of the CA that issued the holder’s certificate, in slash-separated format.
3.2.1.2.8 server

This field contains the subject of the certificate that the AA used to issue the AC, in slash-separated
format.

3.2.1.2.9 servercdhis field contains, in slash-separated format, the subject of the CA that issued the
certificate that the AA used to issue the AC.

3.2.1.2.10 vonam@his field contains the name of the Virtual Organization (VO) to which the rest of
the data contained in this structure applies to.

3.2.1.2.11 uriThis is the URI at which the AA that issued this particular AC can be contacted. Its
format is:

fqdrtport

wherefgdnis the Fully Qualified Domain Name of the server which hosts the AA ortis the port at
which the AA can be contacted on that server.

3.2.1.2.12 datel, dateZhese are the dates of start and end of validity of the rest of the informations.
They are in a string representation readable to humans, but they may be easily converted back to their
original format, with a little twist: dates coming from an AC are in GeneralizedTime format, while dates
coming from the old version data are in UtcTime format.

Here follows a code example doing that conversion:

ASNLTIME =x
convtime (std :: string data)

{
ASNL1TIME xt= ASNLTIME new ();

t—>data = (unsigned chak)(data.data ());
t—>length = data.size ();
switch (t—>length) {
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case 10:
t—>type
break;

case 15:
t—>type
break;

default:
ASN1.TIME free(t);
return NULL;

}

return t;

V_ASNLUTCTIME;

V_ASN1. GENERALIZEDTIME;

}

3.2.1.2.13 typeThis datum specifies the type of data that follows. It can assume the following values:

TYPE _NODATA There actually was no data returned.

Compatibility

This is actually only true for version 0 structures. The following versions will
simply not generate @ms structure in this case.

TYPE_CUSTOM The data will contain the output of an “S” command sent to the server.

Compatibility

Again, this type of datum will only be present in version 0 structures. Due to
lack of use, support for it has been disabled in new versions of the server.

TYPE_STD The data will contain (group, role, capabilities) triples.

3.2.1.2.14 stdThis vector contains all the attributes found in an AC, in the exact same order as they
were found, in the format specified by theta structure. It is only filled if the value of theype field is
TYPE_STD.

Compatibility

This structure is filled in both version 1 and version 0 structures, although this is
scheduled to be left empty after the transition period has passed.

3.2.1.2.15 custonThis field contains the data returned by the “S” server command, and it is only filled
if the type value idTYPE_CUSTOM.

3.2.1.2.16 fganThis field contains the same data as the field, but specified in the Fully Qualified
Attribute Name (FQAN) format.

3.2.1.2.17 vomsdatdhe purpose of this object is to collect in a single place all informations present in

a VOMS extension. It is defined so.
struct vomsdata{

private :
class Initializer {
public:

Initializer ();
private :

Initializer (Initializer &);
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private :

static Initializer init;

std ::
std ::

string cacert_dir;
string vomscert.dir;

int duration;

std :: string ordering;

std :: vectokcontactdata> servers;
std :: vectokstd :: string> targets;
public:

verror_.type error; k!< Error code */

vomsdata(std :: string vomsir ,

bool
bool
std ::
std ::
void
void
void
std ::
void
std ::
bool

bool

bool

void
void
bool
bool
bool
std ::
std ::
std ::

std :: string certdir = "");
LoadSystemContacts (std :: string dir = "");
LoadUserContacts(std :: string dir = "");

vectokcontactdata> FindByAlias(std :: string alias);
vectokcontactdata FindByvO(std :: string vo);
Order(std :: string att);
ResetOrder(void);
AddTarget(std:: string target);
vectokstd :: string> ListTargets (void);
ResetTargets (void);
string ServerErrors(void);
Retrieve (X509« cert, STACKOF(X509) % chain,
recursetype how = RECURSECHAIN);
Contact(std:: string hostname, int port,
std :: string servsubject,
std:: string command);
ContactRaw(std :: string hostname, int port,
std :: string servsubject,
std :: string command,
std :: string &raw, int &version);
SetVerificationType (verifytype how);
SetLifetime (int lifetime);
Import(std :: string buffer);
Export(std::string &data);
DefaultData (voms &);
vectokvoms> data;
string workvo;
string extradata;

private :

bool
bool
bool

bool

loadfile (std:: string, uidt uid, gid_t gid);

loadfileO (std:: string, uidt uid, gid_.t gid);

verifydata (std:: string &message, std::string subject
X509 x holder, voms &v);

verifyold (std :: string &message, std::string subject,

std :: string ca,

std :: string ca,
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X509 xholder, voms &v);

bool verifynew(std:: string &message, std::string subject, std::string ca,
X509 xholder, voms &v);

X509 xcheck(checksig f, void xdata);

bool checkcert(X509x*cert);

bool retrieve (X509« cert, STACKOF(X509) xchain, recursetype how,
std ::string &bufferold, ACSEQ xx*listnew , BIGNUM xxbn,
std :: string &subject, std::string &ca, X509« holder);

verify_type vertype;

std ::string serverrors;

i
Let us see the fields in detail.
3.2.1.2.18 error

This field contains the error code returned by one of the methods. Please note that the value of this field
is only significant if thdast method called returns an error value. Also, the value of this field is subject
to change without notice during method executions, regardless of whether an error effectively occurred.

The possible values returned are the following:

enum verroctype {
VERR.NONE,
VERR NOSOCKET,
VERR.NOIDENT,
VERR COMM,
VERR PARAM,
VERRNOEXT,
VERR_NOINIT,
VERR.TIME,
VERR.IDCHECK,
VERR.EXTRAINFO,
VERR FORMAT,
VERRNODATA,
VERR PARSE,
VERR.DIR,
VERR SIGN,
VERR.SERVER,
VERRMEM,
VERR.VERIFY,
VERR.TYPE,
VERR ORDER,
VERR.SERVERCODE

}
In general, a first idea of what each code means can be gleaned from the code name, but in any case every
method description will document what errors its execution may generate and on which conditions.

3.2.1.2.19 datarhis field contains a vector ofoms structures, in the exact same order as the corre-
sponding ACs appeared in the proxy certificate, and containing the informations present in that AC.

3.2.1.2.20 Methods
3.2.1.2.21 voms
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3.2.1.2.22 voms::voms()

This is the standard default constructor. Please note that a structure created this way would not contain
any real data. The only use for this constructor is to create a “placeholder” structure to which you will
copy data using the copy operator.

3.2.1.2.23 voms::voms(const voms &)

This is the standard copy constructor. Structures allocated via this method will retain an exact copy of
the data of their source.

3.2.1.2.24 voms::operator=(const voms &)

This defines an assignment operator between two different structures.
3.2.1.2.25 vomsdata

3.2.1.2.26 vomsdata::vomsdata(std::string vomdir="", std::string cert _dir="")

This is the standard constructor that also doubles as the default constructor.

vomsdir This is the directory where the VOMS server’ certificates are kept. If this value is empty (the
default), then the value ofx509_vOMS_DIR is considered, and if this is also empty than its default is
/etc/grid-security/vomsdir.

cert_dir This is the directory where the CA certificates are kept. If this value is empty (the de-
fault), then the value ofx509_CERT_DIR is considered, and if this is also empty than its default is
/etc/grid-security/certificate.

Compatibility

This function is the only supported way to create and initializenasdata struc-
ture other than the copy constructor. It is forbidden to ever taketheof () of
this class.

The default values are strongly suggested. If you want to hardcode specific ones, think very hard about
the loss of configurability that it would entail.

3.2.1.2.27 bool vomsdata::LoadSystemContacts(std::string dir = “"JThis function loads the vomses
files that are shared system-wide.

dir This is the directory in which the various vomses files are kept. If left as blank, it defaults to
/opt/glite/etc/vomses.

RETURNS
The return value is true if all went well and false otherwise. In the latter casecth@lata: :error
member becomes significant, and it may assume the following values:

VERR.DIR The function tried to access something that either
was not a directory or a regular file, could not be
read, or it had the wrong permissions. The correct
permissions are 644 for files and 755 for directo-
ries.

VERR_.FORMAT The file was not in the expected format.

3.2.1.2.28 bool vomsdata::LoadUserContacts(std::string dir =
files that are user-specific.

dir This is the directory in which the various vomses files are kept. If left as blank, it defaults to
SVOMS_USERCONE. If this is also empty, then the last default is.glite/vomses.

RETURNS
The return value is true if all went well and false otherwise. In the latter caseoth&lata: :error
member becomes significant, and it may assume the following values:

)This function loads the vomses
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VERR.DIR o _ _
The function tried to access something that either

was not a directory or a regular file, could not be
read, or it had the wrong permissions. The correct
permissions are 644 for files and 755 for directo-
ries.

VERR_FORMAT The file was not in the expected format.

3.2.1.2.29 std::vectoxcontactdata> vomsdata::FindByAlias(std::string alias)

struct contactdata{ /«!'< You must never allocate directly this structure.
Its sizeof() is subject to change without notice.
The only supported way to obtain it is via the
FindByx functions . x/

std :: string nick; k'< The alias of the serverx/

std :: string host; #1< The hostname of the serves/

std :: string contact; #!< The subject of the server’'s certificate/
std :: string vo; k!< The VO served by this server/

int port; /x1< The port on which the server is listening/

b
This function looks in the vomses files loaded¥aynsdata: : LoadSystemContacts () and

vomsdata: :LoadUserContacts () for servers that have been registered with a particular alias.
alias The alias that will be searched for. The search will be case sensitive.

RETURNS

The return value is a vector containing the datac(intactdata format) of all the servers known by the
system that go by the specified alias. This function does not have an error code, but the vector may be
empty if no servers satisfying the query are found or if there are no known servers altogether, typically
because the Load*Contacts() function have not been called.

3.2.1.2.30 void vomsdata::Order(std::string attribute)
This function should be called before the various Contact*() ones, and it is used to specify in which order
the clients would like to have the attributes returned by the server.

It can be called multiple times, each time specifying a new attribute, creating in this way an ordered list
of attributes. Then, when the server is contacted, it will examine this list of attributes against the one it
would grant the client, and order the latter in the same way, with the following provisions:

o All attributes not explicitly indicated in the order list will be placed in an unspecified order after
all the specified ones.

e An attribute present in the order list but not present among the attributes that the server is prepared
to grant will be silently ignored.

attribute The attribute that should be ordered

Compatibility

For the moment, this is the only place where the FQAN format for attribute names
is not yet fully supported. The attribute field will so have to be specified in the
<group name-:<role name- format. This situation will be corrected sometime

in the 1.2.x series.
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SEE ALSO
ResetOrder

3.2.1.2.31 void vomsdata::ResetOrder(void)

This function clears the list of attributes that has been setup via calls to the Order() fusEBRALSO
Order

3.2.1.2.32 void vomsdata::AddTarget(std::string target)

This function takes advantage of ACs capability to target themselves to a specific set of hosts. Through
consecutive calls of this function, the user can target the AC that the server will generate to any set of
hosts it likes. Obviously, this function should be called before the Contact*() ones.

target The name of the host to which the AC will be targeted. The name MUST be expressed in Fully
Qualified Host Name formaGEE ALSO

ListTargets, ResetTargets

3.2.1.2.33 std::vectogstd::string > vomsdata::listTargets(void)

function returns a vector containing the list of hosts that will constitute the targets that will be include in
the AC.

RETURNS
A vector whose members are the FQHNSs of the machines against which the AC will be targeted. This
may be empty if the list has been cleared or it has never been filled.

SEE ALSO
AddTarget, ResetTargets

3.2.1.2.34 void vomsdata::ResetTargets(void)

This function clears the list of targets for an ABEE ALSO
AddTarget, ListTargets

3.2.1.2.35 std::string vomsdata::ServerErrors()

In case one of the other functions returnedeaR_SERVER message, meaning that some error has oc-
curred on the server side of a connection, calling this function MAY return a message from the server
itself detailing the error.

RETURNS
The error message itself

3.2.1.2.36 void vomsdata::SetVerificationType(verifytype how)

This function sets the type of AC verification done by the Retrieve() and Contact() functions. The choices
are detailed in the verifyype type.
enum verify type {

VERIFY_FULL = O xffffffff,
VERIFY_NONE = 0x00000000,
VERIFY_DATE = 0x00000001,
VERIFY_TARGET = 0x00000002,
VERIFY_KEY = 0x00000004 ,
VERIFY_SIGN = 0x00000008,
VERIFY_ORDER = 0x00000010,
VERIFY_ID = 0x00000020
H

The meaning of these types is the following:

VERIFY _DATE This flag verifies that the current date is within the limits specified by the AC itself.
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VERIFY _TARGET This flag verifies that the AC is being evaluated in a machine that is included in the
target extension of the AC itself.

VERIFY _KEY This flag is for a future extension and is unused at the moment.
VERIFY _SIGN This flag verifies that the signature of the AC is correct.

VERIFY _.ORDER This flag verifies that the attributes present in the AC are in the exact order that was
requested. Please note that this can ONLY be done when examining an AC right after generation
with the Contact() function. This flag is meaningless in all other cases.

VERIFY _ID This flag verifies that the holder information present in the AC is consistent with:

1. The enveloping user proxy in case the AC was contained in one.
2. The user’s own certificate in case the AC was received without an enclosing proxy.

VERIFY _FULL This flag implies all other verifications.

VERIFY _NONE This flag disables all verifications.

These flags can be combined by OR-ing them together. However, if VERIBXE is OR-ed to any
other flag, it can be dismissed, while if VERIBYULL is OR-ed to any other flag, all other flags ca be
dismissed.

If this function is not explicitly called by the user, a VERIBYULL flag is considered to be in effect.
3.2.1.2.37 void vomsdata::SetLifetime(int lifetime)

This function should be called before the Contact*() ones. Its aim is to set the requested lifetime for the
AC that the server would create. Please note that this is only a suggestion, and that the server may well
override it if the requested time is against its own policy.

lifetime The requested lifetime, in seconds.

3.2.1.2.38 bool vomsdata::Retrieve(X509 *cert, STACKOF(X509) *chain, recursetype how =
RECURSE_CHAIN)

This function retrieves a VOMS AC from a VOMS-enabled proxy certificate, executes the verifications
requested by the SetVerificationType() function and interprets the data.

cert This is the X509 proxy certificate from which we want to retrieve the informations.

chain This is the certificate chain associated to the proxy certificate. This parameter is only significant
if the value of the next parameteriSCURSE_CHATN.

how This parameters may have two values:

RECURSE.NONE meaning that the VOMS extension MUST be found in the certificate proper, or

RECURSE_CHAIN meaning that if the VOMS extension are not found in the certificate proper, the
certificate chain may be descended until either the extension is found or the chain ends.

The default value iISECURSE_CHAIN.

RECURSE_NONE should only be used in special circumstances, since it is guaranteed that in a normal Grid
environment the process of credential delegation will make the VOMS extension to be only present in
the certificate chain.

The result value is a boolean thatisue if and only if there have not been errors. If the valugadsse,
then you should check the error code, which may have one of the following values:
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VERR_PARAM There was something wrong with the parameters
passes to the function, or some of the required in-
formation (holder, etc...) is empty.

VERR_ FORMAT If the format of the data is unknown (e.g. neither
an AC nor an old-style blob.

VERR.NOIDENT If it was impossible to discover the holder of the
AC.

VERR_NOINIT The vomsdata object hasn’t been properly initial-
ized. Most likely the vomglir and cadir param-
eters are empty.

VERR_PARSE There has been some problem in parsing the AC
or blob.

VERR.VERIFY It was not possible to verify the signature.

VERR_SERVER It was not possible to properly identify the At-
tribute Issuer.

VERR.TIME The check on the validity dates failed.

VERR.IDCHECK The holder of the AC is not the same entity as the
holder of the enclosing certificate.

SEE ALSO
SetVerificationType()

3.2.1.2.39 bool Contact(std::string hostname, int port, std::string servsubject, std::string com-
mand)

This function is used to contact a specified server and use the received AC to fill the vomsdata structure.
hostname The fully qualified hostname of the machine on which the server runs.

port The port number on which the server is listening.

servsubject The subject of the server’ certificate.

command The command to be sent to the server.

These parameters may be obtained by using the FindByAlias() and FindByVO() methods.

RETURNS
The return value is rue if everything went well,false otherwise. In the latter case, the error field
becomes significant, and it may assume the following values.
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VERR.NOSOCKET The client was unable to connect to the server.

VERR.COMM Some communication errors (Usually related to
certificate problems)

VERR.SERVERCODE The server returned an error code. More detailed
information may be obtained by the ServeError()
function.

VERR.PARAM There was something wrong with the parameters
passed to the function, or some of the required
information (holder, etc...) is empty.

VERR_.FORMAT If the format of the data is unknown (e.g. neither
an AC nor an old-style blob.

VERR.NOIDENT If it was impossible to discover the holder of the
AC or the client was unable to find its own proxy
certificate.

VERR.NOINIT The vomsdata object hasn't been properly initial-

ized. Most likely the vomglir and cadir param-
eters are empty.

VERR_PARSE There has been some problem in parsing the AC
or blob.

VERR.VERIFY It was not possible to verify the signature.

VERR_SERVER It was not possible to properly identify the At-
tribute Issuer.

VERR.TIME The check on the validity dates failed.

VERR.IDCHECK The holder of the AC is not the same entity as the

holder of the enclosing certificate.

3.2.1.2.40 bool Contact(std::string hostname, int port, std::string servsubject, std::string com-
mand, std::string &raw, int &version)

This function is used to contact a specified server and use the received AC to fill the vomsdata structure.
hostname The fully qualified hostname of the machine on which the server runs.

port The port number on which the server is listening.

servsubject The subject of the server’ certificate.

command The command to be sent to the server.

raw This is an output parameter, and it will contain the data received by the server.

version This, too, is an output parameter, and it will contain the version number of the data included.

The first four parameters may be obtained by using the FindByAlias() and FindByVO() methods.

RETURNS
The return value isrue if everything went well,false otherwise. In the latter case, the error field
becomes significant, and it may assume the following values.
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VERR.NOSOCKET The client was unable to connect to the server.

VERR.COMM Some communication error (Usually related to
certificate problems)

VERR.SERVERCODE The server returned an error code. More detailed
information may be obtained by the ServeError()
function.

VERR.PARAM There was something wrong with the parameters
passed to the function, or some of the required
information (holder, etc...) is empty.

VERR_.FORMAT If the format of the data is unknown (e.g. neither
an AC nor an old-style blob.

VERR.NOIDENT If the client was unable to find its own proxy cer-
tificate.

VERR.NOINIT The vomsdata object hasn’t been properly initial-

ized. Most likely the vomglir and cadir param-
eters are empty.

3.2.1.2.41 bool Export(std::string &data)

This function is used to create a string representation of all the data that has been read from VOMS
certificates so far.
data This is an output parameter, and it will contain the data in encoded format.

RETURNS
The return value is rue if everything went well,false otherwise. In the latter case, the error field
becomes significant, and it may assume the following values.

VERR.MEM There is not enough memory free.

VERR_FORMAT There is an inconsistency in the internal data.

VERR.TYPE The same as above. The difference is only
debugging purposes.

f%IrEE ALSO

Import()
3.2.1.2.42 bool Import(std::string buffer)

This function is used to add a string created by the Export() call back into the vomsdata structure. This
function also runs verification again.
buffer The string to convert.

RETURNS
The return value is rue if everything went well,false otherwise. In the latter case, the error field
becomes significant, and it may assume the following values:
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VERR_PARAM There was something wrong with the parameters
passes to the function, or some of the required in-
formation (holder, etc...) is empty.

VERR_ FORMAT If the format of the data is unknown (e.g. neither
an AC nor an old-style blob.

VERR.NOIDENT If is was impossible to discover the holder of the
AC or there was not a user certificate ready.

VERR_NOINIT The vomsdata object hasn’t been properly initial-
ized. Most likely the vomglir and cadir param-
eters are empty.

VERR_PARSE There has been some problem in parsing the AC
or blob.

VERR.VERIFY It was not possible to verify the signature.

VERR_SERVER It was not possible to properly identify the At-
tribute Issuer.

VERR.TIME The check on the validity dates failed.

VERR.IDCHECK The holder of the AC is not the same entity as the
holder of the enclosing certificate.

3.2.1.2.43 bool vomsdata::DefaultData(voms &d)

This function returns the default attributes from a vomsdata class.
d This is thevoms structure that will contain the default attributes.

RETURNS
The return value isrue if everything went well,false otherwise. In the latter case, the error field
becomes significant, and it may assume the following values:

VERR.NOEXT If there was no default attributes (most likely be-
cause no attributes were read in.

3.2.2 CAPI

There are three basic data structuresza, voms andvomsdata.

3.2.2.1 The data structureThe first onedata contains the data regarding a single attribute, giving its
specification in terms of Groups, Roles and Capabilities. It is defined as follows:
struct dataf{

char xgroup;

char xrole;

char xcap;

1
All the values of these strings must be composed from regular expressitx:z0-9_/] *.

3.2.2.1.44 groupThis field contains the name of a group into which the user belongs. The format of
entries in this group is reminiscent of the structure of pathnames, and is the following:

/group/group/.../group

where the name of the first group is by convention the name of the Virtual Organization (VO), while each
other/group component is a subgroup of the group immediately preceding it on the left. The character
'I' is not acceptable as part of a group name.

This field MUST always be filled.
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3.2.2.1.45 roleThis field contains the name of the role to which the user owns in the group specified
by group. If the user does not own any particular role in that group, than this field contains the value
“NULL".

3.2.2.1.46 caprhis field details a capability that the user has as a member of the group specified by
group While owning the role specified byole. If there is no specific capability, than this value is
“NULL".

No specific format is associated to a capability. They are basically free-form strings, whose value should
be agreed between the AA and the Attribute verifier.

3.2.2.2 The voms structureThe second onejoms is used to group together all the informations that
can be gleaned from a single AC, and is defined as follows:

#define TYPENODATA 0 /x!< no data */

#define TYPESTD 1 /«!< group, role, capability tripletx/

#define TYPECUSTOM 2 /«!< result of an S commandk/

struct voms{
int siglen;
char xsignature;
char xuser;
char xuserca;
char xserver;
char xserverca;
char xvoname;
char = uri;
char xdatel;
char xdate2;
int type;
struct dataxxstd;
char xcustom;
int datalen;
int version;
char xxfgan;
char xserial;
/[« Fields below this line are reservedsx/

b
The purpose of this structure is to present, in a readable format, the data that has been included in a
single Attribute Certificate (AC). While the various public fields may be freely modified to simplify

internal coding, such changes have no effect on the underlying AC. Let’s examine the various fields in
detail, starting with the constructors.

3.2.2.2.47 versiorThis field specifies the version of this structure that is currently being used. A value
of 0 indicates that it comes from an old format extension, while a value of 1 indicates that this structure
comes from an AC.

Compatibility

Support for version 0 is going to be phased out of the code base in roughly 6
months (late June - start of July). When that happens, version 0 structures will
not be readable anymore. Until then, support for it is being kept as a transition
measure.
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Please do note that modifying the fields of a version 0 structure associated witls 2ondata struct
invalidates the result of theoMs_Export () function on that object.

3.2.2.2.48 siglemhe length of the data signature.
3.2.2.2.49 usefhis field contains the subject of the holder’s certificate in slash-separated format.

3.2.2.2.50 usercd his field contains the subject of the CA that issued the holder’s certificate, in slash-
separated format.

3.2.2.2.51 serveiThis field contains the subject of the certificate that the AA used to issue the AC, in
slash-separated format.

3.2.2.2.52 servercdhis field contains, in slash-separated format, the subject of the CA that issued the
certificate that the AA used to issue the AC.

3.2.2.2.53 vonam@his field contains the name of the Virtual Organization (VO) to which the rest of
the data contained in this structure applies.

3.2.2.2.54 uriThis is the URI at which the AA that issued this particular AC can be contacted. Its
format is:

fgdnport

wherefqgdnis the Fully Qualified Domain Name of the server which hosts the AA, wiole is the port
at which the AA can be contacted on that server.

3.2.2.2.55 datel, dateZhese are the dates of start and end of validity of the rest of the informations.
They are in a string representation readable to humans, but they may be easily converted back to their
original format, with a little twist: dates coming from an AC are in GeneralizedTime format, while dates
coming from the old version data are in UtcTime format.

Here follows a code example doing that conversion:

ASN1TIME =«
convtime (charxdata)

{

char xdata2 = strdup(data);

if (data2) {
ASNL1TIME *xt= ASNL1TIME_new();

t—>data = (unsigned chak)dataZ2;
t—>length = strlen(data);
switch (t—>length) {
case 10:
t—>type = V.ASNLUTCTIME;
break;
case 15:
t—>type = V. ASN1GENERALIZEDTIME;
break;
default:
ASN1.TIME free(t);
return NULL;
}

return t;
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}
return NULL;

}

3.2.2.2.56 typeThis datum specifies the type of data that follows. It can assume the following values:

TYPE_NODATA There actually was no data returned.

Compatibility

This is actually only true for version O structures. The following versions will
simply not generate @ms structure in this case.

TYPE_CUSTOM The data will contain the output of an “S” command sent to the server.

Compatibility

Again, this type of datum will only be present in version 0 structures. Due to
lack of use, support for it has been disabled in new versions of the server.

TYPE_STD The data will contain (group, role, capabilities) triples.

3.2.2.2.57 stdrhis vector contains all the attributes found in an AC, in the exact same order in which
they were found, in the format specified by theta structure. It is only filled if the value of theype
field isTYPE_STD.

Compatibility

This structure is filled in both version 1 and version O structures, although this is
scheduled to be left empty after the transition period has passed.

3.2.2.2.58 custonThis field contains the data returned bu the “S” server command, and it is only filled
if the type value idTYPE_CUSTOM.

3.2.2.2.59 fganThis field contains the same data as the field, but specified in the Fully Qualified
Attribute Name (FQAN) format.

3.2.2.2.60 vomsdatdhe purpose of this object is to collect in a single place all informations present in
a VOMS extension. All the fields should be considered read-only. Changing them has indefinite results.
struct vomsdata{

char = cdir;

char = vdir;

struct vomsxxdata;

char sworkvo;

char x extra_data ;

int volen;

int extralen;

I+ Fields below this line are reservedsx/

I
Let us see the fields in detail.

3.2.2.2.61 datarhis field contains a vector afoms structures, in the exact same order as the corre-
sponding ACs appeared in the proxy certificate, and containing the informations present in that AC.

3.2.2.2.62 workvo, volen
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Compatibility

This fields is obsolete in the current version. Expettkvo to be set talULL
andvolen to be setto 0.

3.2.2.2.63 extradata, extralen This field contains additional data that has been added by the user via
to the proxy via the-include command option. Extralen represents the length of that data.

3.2.2.2.64 cdir, vdirThis fields contain the paths, respectively, of the CA certificates and of the VOMS
servers certificates.

3.2.2.3 Functions 3.2.2.3.65 Generalitidédost of these functions share two parametetsuct vomsdata *vd,
andint *error. ToO avoid repetition, these two parameters are described here.

error This field contains the error code returned by one of the methods. Please note that the value of
this field is only significant if théast method called returns an error value. Also, the value of this field

is subject to change without notice during method executions, regardless of whether an error effectively
occurred.

The possible values returned are: VERRNE, VERRNOSOCKET, VERRNOIDENT, VERR. COMM,
VERR_PARAM, VERR.NOEXT, VERRNOINIT, VERR_TIME, VERR_LIDCHECK, VERR EXTRAINFO,
VERR_FORMAT, VERRNODATA, VERR_PARSE, VERRDIR, VERR SIGN, VERRSERVER, VERRMEM,
VERR.VERIFY, VERR TYPE, VERRORDER, VERRSERVERCODE

In general, a first idea of what each code means can be gleaned from the code name, but in any case every
method description will document which errors its execution may generate and on which conditions.

vd This parameter is a pointer to the vomsdata structure that should be used by the function for both
configuration and data retrieval and also for data storage.

3.2.2.3.66 struct contactdata **VOMSFindByAlias(struct vomsdata *vd, char *alias, char *sys-

tem, char *user, int *error)

struct contactdata{ /«x!< You must never allocate directly this structure. Its
sizeof () is subject to change without notice. The
only supported way to obtain it is via the
VOMS_FindByx functions . x/

char «nick ; /«x!'< The alias of the server/

char «host; /x!< The hostname of the servesx/

char xcontact; k!< The subject of the server’'s certificate/
char xvo; /+!'< The VO served by this servex/

int port; /x1< The port on which the server is listening/

char xreserved; k! < HANDS OFF! x/
b
This function looks in the vomses files installed in both the system-wide and user-specific directories for
servers that have been registered with a particular alias.
alias The alias that will be searched for. The search will be case sensitive.
system The directory where the system-wide files are located. If empty then its default is .
user The directory where the user-specific files are stored. If empty its default is . If this is also empty,
then the default becomeRETURNS
The return value is a NULL-terminated vector containing the datadintactdata format) of all the
servers known by the system that go by the specified alias. This may be NULL if there was an error or
no server was found registered with the specified alias.

The errors that you may find are:
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VERR.MEM  Not enough memory.
VERRDIR There were some problems while traversing the
directory.
VERR_.NONE No error occurred. Simply, no servers were found.
3.2.2.3.67 struct contactdata **VOMSFindByVO(struct vomsdata *vd, char *vo, char *system,
char *user, int *error)

This function looks in the vomses files installed in both the system-wide and user-specific directories for
servers that have been registered as serving a particular alias.

vo The alias that will be searched for. The search will be case sensitive.

system The directory where the system-wide files are located. If this field is NULL then the default of
vomses is used.

user The directory where the user-specific files are stored. If this field is NULL, then the default of
VOMS USERCONF is used. If this is also empty, then the default become HOME.

RETURNS

The return value is a NULL-terminated vector containing the datadirtactdata format) of all the
servers known by the system that go by the specified VO. This may be NULL if there was an error or no
server was found registered with the specified VO.

The errors that you may find are:

VERR.MEM  Not enough memory.

VERR.DIR There were some problems while traversing the
directory.

VERR.NONE No error occurred. Simply, no servers were found.

3.2.2.3.68 void VOMSDeleteContacts(struct contactdata **list)

This function deletes a vector of server data returned by eith&otte FindByAlias{} orthevoMS_FindByVoO ()
functions. This is the only supported way to deallocate the vector. Any other attempt will result in unde-
fined behavior.

It is although possible to deallocate only part of a vector. See the following code for an example.

[ *
x Supposing that v is a vector returned by one of the VQOMSB8dByx()
x functions. Also suppose that n is the vector’s size (including the
x* NULL ending element).

x The following snippet will delete just the first member.
x/
struct contactdataxdummy[2];

dummy[1] = NULL;

dummy[0] = v[O];

v[0] vin—-1];

vin—1] = NULL;
VOMS_DeleteContacts (dummy);

list The data to be deleted.

RETURNS
None.

3.2.2.3.69 struct vomsdata *VOMSInit(char *voms, char *cert)
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This function allocates and initializesvamsdata structure. This is the only way to do so. Trying to
allocate avomsdata structure by any other way will trigger undefined behavior, since the structure that
is published is only a small part of the real one.

voms The directory that contains the certificates of the VOMS servers. If this value is NULL, then
$X509.VOMS_DIR is considered. If this is also empty than its default is .

cert The directory that contains the certificates of the CAs recognized by the server. If this value is
NULL, then $X509CERT.DIR is considered. If this is also empty than its default is: “/opt/glite/etc/vomses”.

RETURNS
A pointer to a properly initializedomsdata structure, or NULL if something went wrong. This is the
only case in which an error code would no be associated to the function.

The default values are strongly suggested. If you want to hardcode specific ones, think very hard about
the less of configurability that it would entail.

3.2.2.3.70 struct voms *VOMSCopy(struct voms *, int *error)

This function duplicates an existingms structure. It is the only way to do so.
voms The voms structure that you wish to be duplicated.

RETURNS
A pointer to a voms structure that duplicates the content of the one you passed, or NULL if something
went wrong.

ERRORS
VERR.MEM Not enough memory.

3.2.2.3.71 struct vomsdata *VOMSCopyAll(struct vomsdata *vd, int *error)
This function duplicates an existingmsdata structure. It is the ONLY supported way to do so.

RESULTS
A pointer to a voms structure that duplicates the content of the one you passed, or NULL if something
went wrong.

ERRORS
VERR.MEM Not enough memory.

3.2.2.3.72 void VOMSDelete(strcut voms *v)

This functions deletes an existingms structure. It is the ONLY supported way to do so.
v A pointer to the voms structure to delete. It is safe to call this structure with a NULL pointer.

RESULTS
None.

3.2.2.3.73 int VOMSAddTarget(struct vomsdaa *vd, char *target, int *error)

This function adds a target to the target list for the AC that will be generated by a server when it will be
contacted by th&oMs_Contact* () function.
target The target to add. It should be a Fully Qualified Domain Name.

RESULTS

0 If something went wrong.

<>0 Otherwise.
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ERRORS
VERR.NOINIT The vomsdata structure was not properly initial-
ized.

VERR PARAM Thetarget parameter was NULL.
VERR.MEM There was not enough memory.

3.2.2.3.74 void VOMSFreeTargets(struct vomsdata *vd , int *error)

This function resets the list of targets. It always succeeds. It is also safe to call this function when targets
have been set.

3.2.2.3.75 char *VOMSListTargets(struct vomsdata *vd, int *error)

This function returns a comma separated string containing all the targets that have been set by the
VOMS_AddTarget () function. The caller is the owner of the returned string, and is responsible for
calling free () over it when he no longer needs it.

RESULTS
A string with the result, or NULL.

VERR.NOINIT The vomsdata structure was not properly initial-
ized.
VERR MEM There was not enough memory.

3.2.2.3.76 int VOMSSetVerificationType(int type, struct vomsdata *vd, int *error)

This function sets the type of AC verification done by theS_Retrieve () andContact () functions.
The choices are detailed in therify\_type type.

#define VERIFY.FULL OXffffffff

#define VERIFYNONE 0x00000000
#define VERIFY.DATE 0x00000001
#define VERIFYNOTARGET 0x00000002
#define VERIFYKEY 0x00000004
#define VERIFY.SIGN 0x00000008
#define VERIFYORDER 0x00000010
#define VERIFYID 0x00000020

The meaning of these types is the following:

VERIFY _DATE This flag verifies that the current date is within the limits specified by the AC itself.

VERIFY _TARGET This flag verifies that the AC is being evaluated in a machine that is included in the
target extension of the AC itself.

VERIFY _KEY This flag is for a future extension and is unused at the moment.
VERIFY _SIGN This flag verifies that the signature of the AC is correct.

VERIFY _.ORDER This flag verifies that the attributes present in the AC are in the exact order that was
requested. Please note that this can ONLY be done when examining an AC right after generation
with the Contact() function. This flag is meaningless in all other cases.

VERIFY _ID This flag verifies that the holder information present in the AC is consistent with:

1. The enveloping user proxy in case the AC was contained in one.
2. The user’s own certificate in case the AC was received without an enclosing proxy.

VERIFY _FULL This flag implies all other verifications.
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VERIFY _NONE This flag disables all verifications.

These flags can be combined by OR-ing them together. However, if VERIBXE is OR-ed to any
other flag, it can be dismissed, while if VERIBYULL is OR-ed to any other flag, all other flags ca be
dismissed.

If this function is not explicitly called by the user, a VERIBYULL flag is considered to be in effect.
RESULTS

O Ifthereis an error.

<> 0 otherwise.

VERR.NOINIT The vomsdata structure was not properly initial-
ized.

3.2.2.3.77 int VOMS SetLifetime(int length, struct vomsdata *vd, int *error)
This function sets the requested lifetime for ACs that would be generated as the resultief @aontact ()
or VOMS_ContactRaw () } request. Note however that this is only an hint sent to the server, since it can

lower it at will if the requested length is against server policy.
length The lifetime requested, measured in seconds.

RESULTS

0 If there is an error.

<> 0 otherwise.

VERR.NOINIT The vomsdata structure was not properly initial-
ized.

3.2.2.3.78 void VOMSDestroy(struct vomsdata *vd)

This function destroys an allocatedmsdata structure. It is the ONLY supported way to do so. Itis also
safe to pass a NULL pointer to it.

RESULTS
None.

3.2.2.3.79 int VOMSOrdering(char *order, struct vomsdata *vd, int *error)

This function is used to request a specific ordering of the attributes present in an AC returned by the
VOMS_Contact () or by thevoMs_ContactRaw () functions.

This function can be called several times, each time specifying a new attribute. The attributes in th AC
created by the server will be in the same order as the calls to this function, ignoring attributes specified
by this function that the server does not wish to grant. Attributes not explicitly specified in this list will
be inserted, in an unspecified order, after all the others.

Never calling this function means that the corresponding list will be empty, and as a consequence all the
attributes will be in an unspecified ordering.
order The name of an attribute, in thegroup>[: <role>: format.

Compatibility
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This is the only point where the FQAN format is not yet fully supported. Expect
this to change in future revisions.

RESULTS

0 Ifthereis an error.

<> 0 otherwise.

ERRORS
VERR.NOINIT The vomsdata structure was not properly initial-

ized.
VERR PARAM Theorder parameter is NULL.
VERR.MEM There is not enough memory.

3.2.2.3.80 int VOMSResetOrder(struct vomsdata *cd, int *error)
This function resets the attribute ordering set byithes_ordering function.
RESULTS

0 If there is an error.

<> 0 otherwise.

VERR.NOINIT The vomsdata structure was not properly initial-
ized.

3.2.2.3.81 int VOMSContact(char *hostname, int port, char *servsubject, char *command, struct
vomsdata *vd, int *error)

This function is used to contact a VOMS server to receive an AC containing the calling user’s authoriza-
tion informations. A prerequisite to calling this function is the existence of a valid proxy for the user
himself. This function does not create such a proxy, which then must already exist. Also, the parameters
needed to call this function should have been obtained by calling anenébyAlias () OrFindByVo ().
hostname This is the hosthame of the machine hosting the server.

port This is the port number on which the server is listening.

servsubject This is the subject of the VOMS server’ certificate. This is needed for the mutual authenti-
cation.

command This is the command to be sent to the server. For more info about it, consult the voms-proxy-
init() manual.

RESULTS

0 Ifthereis an error.

<>0 otherwise. Furthermore, the data returned by the server has been parsed and added tathe
structure.
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ERRORS
VERR.NOINIT If the vomsdata structure was not properly initial-
ized.
VERR.NOSOCKET If it was impossible to contact the server.
VERR.MEM If there was not enough memory.
VERR.IDCHECK If a proxy certificate was not found or the data
returned by the server did not contain identifying
information.
VERR_FORMAT If there was an error in the format of the data re-
ceived.
VERR_NODATA If no data was received at all. (Usually as a con-

sequence of either a server error or not being rec-
ognized by the server as a valid user.)
VERR_ORDER If the attribute that the client requested, via the
VOMS_Ordering () function, to be first in the list
of attributes received is not first in the attributes
returned by the server. This particular code means
that the data has been correctly interpreted and is
available in the vomsdata structure if you want to
use it.
VERR_.SERVERCODE Some strange error occurred in the server.

3.2.2.3.82 int VOMSContactRaw(char *hostname, int port, char *servsubject, char *command,
void **data, int *datalen, int *version, struct vomsdata *vd, int *error)

This function, likevoMs_Contact () can be used to contact a server and receive Authorization info from

it. The difference between the two functions is that this version does not interpret the raw data, but on
the contrary returns it to the caller. This function has all the same prerequisiteEasontact ().

hostname This is the hostname of the machine hosting the server.

port This is the port number on which the server is listening.

servsubject This is the subject of the VOMS server’ certificate. This is needed for the mutual authenti-
cation.

command This is the command to be sent to the server. For more info about it, consult the voms-proxy-
init() manual.

data A pointer to a pointer to an area of memory where the data returned from the server is stored. Itis
the caller’s responsibility to free() this memory when it is no longer useful.

datalen The length of the data returned.

version The version of the AC returned. Note that this ismisimumversion, it only guarantees that the
data isat leastin that version of the format.

RESULTS

0 Ifthereis an error.

<>0 otherwise. Furthermore, the data returned by the server has been parsed and added tathe
structure.

ERRORS
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VERR.NOINIT If the vomsdata structure was not properly initial-
ized.

VERR.NOSOCKET If it was impossible to contact the server.

VERR MEM If there was not enough memory.

VERR.IDCHECK If a proxy certificate was not found or the data
returned by the server did not contain identifying
information.

VERR_ FORMAT If there was an error in the format of the data re-
ceived.

VERR_.NODATA If no data was received at all. (Usually as a con-

sequence of either a server error or not being rec-
ognized by the server as a valid user.)
VERR_.ORDER If the attribute that the client requested, via the
VOMS_Ordering () function, to be first in the list
of attributes received is not first in the attributes
returned by the server. This particular code means
that the data has been correctly interpreted and is
available in the vomsdata structure if you want to
use it.
VERR.SERVERCODE Some strange error occur ed in the server.

3.2.2.3.83 int VOMSRetrieve(X509 *cert, STACK_OF(X509) *chain, int how, struct vomsdata
*vd, int *error)

This function is used to extract from a proxy certificate the VOMS-specific extension, to parse them and
to insert the results into theomsdata structure.

cert This is the certificate that contains the VOMS information. No checks are done on the validity of
this certificate, that is supposed to have already been verified by some other means.

chain This is the chain of certificates that signed the cert certificate. This pointer may be null, but see
the next parameter.

how This parameter indicates how the search for the VOMS info will be performed. If RECURSEN

then the information is searched first into the cert and then, if it was not found, in the walking the chain,
from the certificates to the CA. If RECURSEONE is specified, then the information is only searched

in the cert. In case the first value is specified, then the searches stop as soon as the info is found, ignoring
further extension that may be found down the chain.

RESULTS

O Ifthereis an error.

<>0 otherwise. Furthermore, the data returned by the server has been parsed and addedtathe
structure.

ERRORS
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VERR.NOINIT If the vomsdata structure was not properly initial-

ized.

VERR_PARAM If there is something wrong with one of the pa-
rameters.

VERR.MEM If there was not enough memory.

VERR.IDCHECK If a proxy certificate was not found or the data
returned by the server did not contain identifying
information.

VERR_.FORMAT If there was an error in the format of the data re-
ceived.

VERR.NOEXT If the extension was not found.

3.2.2.3.84 int VOMSImport(char *buffer, int buflen, struct vomsdata *vd, int *error)

This function is used to add a string created withis_Export () back into the vomsdata structure.
buffer A pointer to the string.
buflen The length of the string.

RESULTS

0 If there is an error.

<>0 otherwise. Furthermore, the data returned by the server has been parsed and addedtathe

structure.
ERRORS

VERR.NOINIT If the vomsdata structure was not properly initial-
ized.

VERR_ FORMAT If there was an error in the format of the data re-
ceived.

VERR_PARAM If there is something wrong with one of the pa-
rameters.

VERR MEM If there was not enough memory.

VERR.IDCHECK If a proxy certificate was not found or the data
returned by the server did not contain identifying
information.

VERR.SERVER  The VOMS server was unidentifiable.

VERR_PARSE There has been some problem in parsing the AC
or blob.

VERR_SIGN It was not possible to verify the signature.

VERR.SERVER It was not possible to properly identify the At-
tribute Issuer.

VERR.TIME The check on the validity dates failed.

3.2.2.3.85 int VOMSExport(char **buffer, int *buflen, struct vomsdata *vd, int *error)

This function will take the currentomsdata structure and encode it in a string that can then be exported.
buffer A pointer to an area of memory that will be allocated and filled by the function. It is the caller’s
responsibility to free() this memory. It is possible that this pointer will be set to NULL, in case the
vomsdata structure is empty.

buflen The size of the data pointed by buffer.

RESULTS
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0 Ifthereis an error.

<>0 otherwise. Furthermore, the data returned by the server has been parsed and added tathe
structure.

ERRORS
VERR PARAM If there is something wrong with one of the pa-

rameters.
VERR.MEM If there was not enough memory.

3.2.2.3.86 struct voms *VOMSDefaultData(struct vomsdata *vd, int *error)
This function returns the default attributes from a vomsdata class.
RESULTS

NULL There has been an error or thensdata structure was empty.

<>NULL There is some data.

ERRORS
VERR.NOINIT The vomsdata structure was not properly initial-

ized.
VERR_NONE Thevomsdata structure was empty.

4 AC FORMAT

4.1 INTRODUCTION

X.509 Attribute Certificates (ACs)1] are used to bind a set of attributes, like group membership, role,
security clearance, etc... with an AC holder. Their well-defined, standardized format and easy exten-
sibility make them a premium way to distribute those informations in large system, and in particular in
environments where authentication is done via X.509 Certific&esThis is the reason why ACs are

the format chosen by the VOMS servét fo encode authorization data.

However, the reference documentation about ACs leaves a huge amount of freedom regarding exactly
how ACs should be encoded. The scope of this paper is to document the particular vernacular of ACs
used by VOMS, and how the data they contain is supposed to be encoded. This format is in any case
fully compatible with what described iri], and should any incompatibility be found between what is
described here and what is describedlij) {he latter is the authoritative source.

The key words "MUST”, "MUST NOT”, "/REQUIRED”, "SHALL", "SHALL NOT", "SHOULD?”,

"SHOULD NOT”, "RECOMMENDED”, "MAY”, and "OPTIONAL" in this document are to be in-
terpreted as described i8][

4.2 FQAN

The FQAN (short form for Fully Qualified Attribute Name) is what VOMS ACs use in place of the
Group/Role attributes. It is better described4h glthough a brief summary will be given in the follow-

ing paragraphs. It has been developed because of two perceived problems with the standard]defined|
Group and Role attributes:
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1. The Group and Role attributes are completely independent of each other; in particular, Roles are
meant to be global, associated directly to the AC holder, regardless of group membership. On the
other hand, besides this behaviour VOMS also allows groups and roles to be bound together, using
one as a qualifier of the other. While it is indeed possible to encode groups and roles inside the
standard attributes in a format that could represent this information, there is no way to have the
same format also be readable by other AC users without risking misunderstandings.

2. Also, practical use of group/role attributes in defining ACLs has showed that having them separate
is inconvenient, and it is much simpler to have them all expressed together.

For these reasons, a new format has been devised, as documerfedHowever, here follows a copy
of the relevant informations.

Group membership, Role holding and Capabilities may be expressed in a format that bounds them to-
gether in the following way:

<group name-/Role=[<role name-][/Capability=<capability name-]

where the elements between [] are optional.

This format specifies that the AC holder is a member of gragpoup name-, and in this group he holds
the role<role name- while having the capability.capability name-.

<group name-, <role name- and<capability name- are described by the following grammar:

group name ::= entity
| groupname ‘‘/'' entity
role name = entity
capability name ::= entity
entity = [a-zA-720-9 _]*

It can be noted that while role and capability names have a flat structure, group name can be expressed
as a series of identifiers separated by the “/” character. This happens because groups are a structured
entities, where a group can have subgroups, that can have subgroups, ad libitum. They are represented
in the same format as Unix path names, where the first directory name corresponds to the VO name, the

second one to a group, the third one to a subgroup of the preceding group, etc. ..

4.3 VOMS ATTRIBUTE CERTIFICATE PROFILE

This is the general format of an AC as defined bl [Customizations used by VOMS will be discussed
in individual subsections. Everything not specifically mentioned here is intended to be in accordance
with [1].

AttributeCertificate ::= SEQUENCE ({
acinfo AttributeCertificatelInfo,
signatureAlgorithm AlgorithmIdentifier,
signatureValue BIT STRING

}

AttributeCertificateInfo ::= SEQUENCE ({
verson AttCertVersion,
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holder Holder,
issuer AttCertIssuer,
signature AlgorithmIdentifier,
serialNumber CertificateSerialNumber,
attrCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF Attribute,
issuerUniquelID Uniqueldentifier OPTIONAL,
extensions Extensions OPTIONAL

}

AttCertVersion ::= INTEGER { v2(1l) }

Holder ::= SEQUENCE {
baseCertificatelD [0] IssuerSerial OPTIONAL,

}

AttCertIssuer ::= CHOICE {

v2Form [0] V2Form

V2Form ::= SEQUENCE {
issuerName GeneralNames OPTIONAL,
baseCertificatelID [0] IssuerSerial OPTIONAL,
objectDigestInfo [1] ObjectDigestInfo OPTIONAL
}
IssuerSerial ::= SEQUENCE {
issuer GeneralNames,
serial CertificateSerialNumber,
issuerUID UniqueIdentifier OPTIONAL
}
AttCertValidityPeriod ::= SEQUENCE ({

notBeforeTime GeneralizedTime,
notAfterTime GeneralizedTime

Attribute ::= SEQUENCE ({
type AttributeType,
values SET OF AttributeValue
-- at least one value is required

AttributeType ::= OBJECT IDENTIFIER

AttributeValue ::= ANY DEFINED BY AttributeType
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4.3.1 HOLDER

The holder of a VOMS AC MUST always be an X.509 PKC. As a consequence of this, in VOMS ACs the
only admissible choice for the field is the baseCertificatelD, hence the absence in the above description,
of the other two choices from this SEQUENCE. The issuerUID field in this case MUST be present if
and only if it is also present in the holder's PKC, and in this case they MUST have the same value.
Note that P] says that conforming implementations of PKCs SHOULD NOT use this field, but that
implementations SHOULD be capable to handle it.

4.3.2 ATTCERTISSUER

The AttCertlssuer field MUST always be encoded using the V2Form data format.

4.3.3 V2FORM

Conforming ACs MUST NOT use either the baseCertificatelD or the objectDigestinfo fields. They
MUST use the issuerName field, which MUST contain one and only one distinguished name belonging
to the certificate that the AC issuer will use to sign the AC. This in particular means that this subject
MUST NOT be empty.

4.4 ATTRIBUTES

The attributes field contains informations about the AC holder. At least one attribute MUST always be
present.

Attributes types use the format defined i, [repeated here for convenience:

TetfAttrSyntax ::= SEQUENCE {
policyAuthority [0] GeneralNames OPTIONAL,
values SEQUENCE OF CHOICE ({
octets OCTET STRING,
oid OBJECT IDENTIFIER,
string UTF8String
}

The attributes Group and Role, definedlhgre not used by VOMS AC, and SHOULD NOT be present
in conforming ACs. Instead, it defines a new attribute, FQAN, which holds informations about both, and
in fact also binds them together.

name : voms—attribute
01D : { voms 4 }
syntax : IetfAttrSyntax
values : Multiple allowed

where “voms” is the OID 1.3.6.1.5.3004.100.100 and has been registered for VOMS.

The policyAuthority field of the letfAttrSyntax MUST contain an encoding of both the VO to which the
AC issuer belongs and the server which generated this particular attribute, in the following format:

<Vvo name>://<fghn>:<port>
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all of this component should be omitted, and the IASSTRING choice of the GeneralName type should
be used.

On the same way, the octets choice of the values field should be used to encode the FQANSs.

4.4.1 EXTENSIONS

In the current version, only a specific subset of the extensions specifiéd is ised and they are
described here, along with any specifics points that were originally only loosely defined. A VOMS-
compliant AC is allowed to use extensions other than those indicated here, on the condition that they
should not be critical.

4.41.1 AC Target

This extension MAY be present. If it is present, then then targetName option MUST be used, with the
FQDNSs of the hosts which the AC is targeted to. Compliant implementation MUST honor this extension.
Also, they MUST be capable of understanding at least the targetName option.

4.4.1.2 No Revocation Available
This extension MUST be used in the current version of VOMS ACs.

4.4.2 ATTRIBUTES

While in principle any attribute may be used here, this section will specify what attributes are included
in the current version of ACs and which are expected to be recognized by conforming implementations.

4.4.2.1 Fully Qualified Attribute Name (FQAN)

This attribute is used to express user membership in groups and ownership of roles in an integrated way
that makes easier to express relations between the two elements. It is fully documented in [FQAN], and
MUST be included in any and all VOMS ACs.

4.4.2.2 Group and Role

This two attributes are not used in current version, but they MAY be present. However, in this case their
content should be consistent with the content of the FQAN attribute. The suggested way to ensure this is
the following:

1. Role and Group have the same number of elements as FQAN.

2. If the n-th element of FQAN denote membership in group G and ownership of role R, then those
are the values of the n-th Group and the n-th Role. If no role R is specified in an element of the
FQAN attribute, then the corresponding element in the Role attribute is the empty string.

Conforming implementations MAY recognize this two attributes, but if they do they SHOULD the verify
correspondence between their values and the content of the FQAN attributes. Should there be a discrep-
ancy, the normative data should be that included in the FQAN element. It is up to the implementation
whether to consider a discrepancy enough cause for an error or to settle for a warning.

4.5 ATTRIBUTE CERTIFICATE VALIDATION
All mechanisms described by][are kept as they are with only the following change:

It is not required at any time during signature verification that:

e The AC issuer certificate has the signing bit set, or that
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e any proxy certificate or user certificate as the signing bit set.

It is although preferred for AC issuer certificate that the signing bit is set.

5 KNOWN PROBLEMS AND CAVEATS

There is a set of known problems that may appear during the use of VOMS, but most of them can be
eliminated by paying attention to some simple rule.

1. Remember that to obtain a VOMS-enabled proxy yaustspecify the--voms <vo> option. With-
out it voms-proxy-init generates a completely standard Globus proxy.

2. Due to the needs of GSI authentication, a maximum of 5 minutes of time shift are allowed among
the VOMS server and all its clients. Any greater amount will result in a failed authentication and
consequently in an error message.

3. In case multiple servers are installed on the same hosts, be certain to speeify.débe option,
giving a different value for each server. Failure to do so will result in the generation of Attribute
Certificates that are NOT in accordance with the standard.
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